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Abstract 

In this article we focus on the jus in bello principle of necessity for guiding the use of autonomous 

weapon systems (AWS). We begin our analysis with an account of the principle of necessity as it entails 

the requirement of minimal force in Just War Theory, before highlighting the absence of this principle 

in existing work on the permissible uses of AWS. Overlooking this principle means discounting the 

obligations that combatants have towards one another in times of war. We argue that the requirement 

of minimal force is an important requirement for considering ethical uses of force. In particular, we 

distinguish between lethal and non-lethal purpose of use and introduce the prospect of non-lethal 

purpose of use of AWS and review a number of challenges which AWS pose with respect to their 

non-lethal use. The challenges arise where AWS generate unpredictable outcomes impinging upon the 

situational awareness required of combatants to ensure that their actions meet the requirement of 

minimal force. We conclude with a call for further research on the ethical implications of non-lethal 

uses of AWS as a necessary, preliminary step to assess the moral permissibility of AWS. 
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1. Introduction 

The operational advantages offered by autonomy in weapon systems looks set to proliferate its future 

use. For example, in 2021 the UN Security Council reported the first use of Autonomous Weapon 

Systems (AWS) in the spring of 2020 as part of the on-going conflict in Libya. The forces of the 

Government of National Accord “hunted down and remotely engaged” a retreating column of Libyan 

National Army Forces using AWS and loitering munitions. These systems, as the UN Security Council 

reports,  

“… were programmed to attack targets without requiring data connectivity between the 

operator and the munition: in effect, a true ‘fire, forget and find’ capability” (Choudhury L 

et al. 2021). 

 

There remain difficulties in defining and thus identifying AWS. But if this was indeed an example of 

the use of AWS, it illustrates the urgency of the task of addressing ethical and legal questions about 

their use. As a report by the US Air Force recognises,  

 

“Authorizing a machine to make lethal combat decisions is contingent upon political military 

leaders resolving legal and ethical questions” (USAF 2009, 41).  

 

These ethical and legal questions relating to the use of AWS are wide-ranging and profound: AWS 

raise questions about the locus of responsibility for their deployment, particularly in cases where these 

systems malfunction (Matthias 2004; Sparrow 2007; Gerdes 2018; Taddeo and Blanchard 

Forthcoming); about whether the use of algorithmic targeting decisions potentially infringes the right 

against arbitrary execution (Heyns 2013; 2017); and about whether their use violates the principle of 

dignity in death. 

A central point of debate, the one to which this article speaks, is whether AWS can be used in 

line with the Just War Theory principles underpinning International Humanitarian Law (IHL). The 

principles of IHL seek to regulate warfare and limit the harmful effects of armed conflict. If AWS 

cannot be used in a way which complies with the principles contained in IHL – necessity, 

proportionality, and discrimination – then there are grounds for an international ban on AWS. 

Scholarly debate about the compliance of AWS with IHL has been voluminous. Some commentators 

have argued that AWS will comply with IHL in a way that surpasses human combatants (R. C. Arkin 

2010; R. Arkin 2018). This relates especially to the principle of distinction which upholds the 

Electronic copy available at: https://ssrn.com/abstract=4100042



 

 4 

protection of civilians in times of conflict. Advocates argue that since AWS lack the emotions that are 

said to ‘cloud’ the judgements of human combatants, AWS will have lower rates of target 

misidentification (Marchant et al. 2011).  

At the same time, a number of commentators have argued that, for the foreseeable future, 

AWS will lack the contextual awareness required to distinguish between civilians and military targets 

(N. Sharkey 2008; 2010; N. E. Sharkey 2012; ICRC 2021). This work has highlighted key areas where 

ethical challenges to do with the deployment of AWS may arise and has helped to define the 

parameters of debate. In light of this, it is puzzling that the principle of necessity has been largely 

overlooked in discussions of the regulation of AWS under IHL. As we describe below, whilst the 

principles of distinction and proportionality have been afforded considerable weighting in this debate, 

necessity is either discounted as an inconsequential contribution to ethical thought on warfare or as 

inapplicable to AWS (see for instance: Grut 2013). This is a limitation on addressing the problems 

raised by AWS for two reasons. The first is that necessity will be an element in determining the legality 

of AWS under IHL. Second, understanding whether the use of AWS complies with IHL will require 

recourse to Just War Theory, the ethical system which underpins IHL. Under Just War Theory, the 

principles of proportionality, distinction, and necessity inform one another. A complete assessment 

of permissible and impermissible acts of war cannot be accomplished without considering the three 

principles together. In this article we assess the contribution that necessity makes to these ethical 

assessments of AWS. 

Our aim is twofold. Firstly, it is to show that once properly understood necessity provides an 

important principle for informing ethical use of AWS. For this alone necessity is deserving of greater 

attention in work on the ethical challenges posed by AWS. Secondly, we aim to set out the limits at 

which AWS can be used within the parameters dictated by necessity. In doing so, we argue that the 

use of AWS will present challenges in meeting the requirement of minimal force and the principle of 

necessity more broadly. 

We will clarify the nature of necessity in section 2, particularly in its relation to combatants. 

Frequently the principle of necessity is confused with the principle of proportionality. Disentangling 

these two principles is important for clarifying their application to AWS and to identify the 

requirement of minimal force. In section 3, we explore the principle of necessity with respect to AWS, 

before considering the use of AWS in light of the requirement of minimal force. We argue that the 

unpredictability of these systems challenges their use in line with this requirement. 
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Before beginning the analysis, we must define its conceptual space in two important ways. 

Firstly, we define an AWS as, 

“an artificial agent which, at the very minimum, is able to change its own internal states to 

achieve a given goal, or set of goals, within its dynamic operating environment and without 

the direct intervention of another agent and may also be endowed with some abilities for 

changing its own transition rules1 without the intervention of another agent, and which is 

deployed with the purpose of exerting kinetic force against a physical entity (whether an object 

or a human being) and to this end is able to identify, select and attack the target without the 

intervention of another agent is an AWS. Once deployed, AWS can be operated with or 

without some forms of human control (in, on or out the loop)”  (Taddeo and Blanchard 

Forthcoming, 18) 

Under this definition, lethal and non-lethal AWS are each a specific subset of AWS as defined by the 

purpose of use of AWS. A lethal AWS is used with the goal of exerting lethal force – i.e. resulting in 

death – against human beings. A non-lethal AWS is used with the purpose, as with non-lethal weapons 

generally, of incapacitating human beings “without causing death or permanent injury” (Davison 2009, 

1). A non-lethal AWS may also be a system used for the purpose destroying for material destruction 

or disabling equipment. 

Second, in discussing the ethics of AWS we are concerned with the ethics of intended use. 

The debate on implications of AWS for IHL is often at cross-purposes about whether the ethical 

implications of AWS have to do with its inherent characteristics – e.g. autonomy – or with the manner 

of its use – e.g. in urbanized settings. As Grut notes,  

“a weapon may present problems for or be contrary to IHL because of the manner in which 

it is used; or more rarely, the weapon itself may be inherently problematic” (Grut 2013, 9).  

While AWS pose ethical problems concerning their entire lifecycle, from procurement and design to 

deployment, the analysis of these problems is outside the scope of this article. This is because, the 

underpinning question of the research presented in this article is whether Just War Theory can shed 

any light on the use of AWS. Just War Theory is not concerned with technical characteristics of the 

means used as much as it is with the intended purpose of use. Addressing the overall question of the 

moral permissibility of AWS requires considering different aspects, among which the technical 

 
1 Transition rules allow a Turing Machine, and more in general computational artefacts, to change its internal state 

when presented with a certain output following a series of if/then or logic doors as defined by its algorithm. 
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characteristics of these weapons are a central one along with the respect of the principles of Just War 

Theory. In this article, we tackle a specific aspect – whether non-lethal uses of AWS can respect the 

principle of in bello necessity, and leave the analysis of other aspects to further steps of our work. 

 

2. The Principle of Necessity  

The principle of necessity allows for measures which are necessary to accomplish a legitimate military 

objective. As such the principle entails both a permission and a constraint.  The permission states that, 

whatever means are necessary for attaining a legitimate end, those means are justified.2 As Lackey has 

formulated it, 

“the principle [of necessity] does not say that whatever is necessary is permissible, but that 

everything permissible must be necessary” (Lackey quoted in: Ohlin and May 2016, 77).  

The constraint states that, whatever means are unnecessary for attaining the legitimate end, those 

means are unjustified. If a particular action is considered necessary to accomplish a given military end, 

then that entails that there are actions which are unnecessary for accomplishing the same end. Actions 

which are unnecessary for accomplishing a given end must be avoided (Matsumoto 2020). Necessity 

thereby determines the justified means for pursuing a legitimate end. In this way, the principle of 

necessity best corresponds to the requirement for ‘justified use’ of artificial intelligence (AI) proposed 

for domain-agnostic uses of AI. ‘Justified use’ cautions against overuse – thereby generating risks – or 

underuse – thereby generating opportunity costs (Floridi et al. 2020; Taddeo et al. 2021). 

The constraint entailed by the principle of necessity introduces the requirement of minimal 

force, which states that combatants are obliged to use the minimal amount of force to attain a military 

end. This requirement is crucial for thinking about the use of AWS, both for lethal and non-lethal 

uses. To understand the requirement of minimal force it is important to clarify how the principle of 

necessity both differs from, and interacts with, the principles of proportionality and discrimination. 

Often the principle of necessity is confused for the principle of proportionality and this is 

misleading. Consider the following, 

“For autonomous weapon systems to comply with the military necessity rule, the force used 

will only be deemed to be necessary if it is proportional, targeted on a military objective, and 

in line with the dictates of humanity” (Chengeta 2016, 131). 

 
2 Here we mean this only with respect to the principle of necessity considered in isolation. Whatever is permitted by the 
necessity principle must also, to be permissible overall, be permitted by the principles of distinction and proportionality. 
We consider this point presently. 
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Here necessity is made to supervene upon proportionality. It is important to hold them as separate 

because they are distinct calculations. First, an act of war can be proportionate because its costs3 are 

tolerable relative to its benefits, but it can at the same time be unnecessary because those benefits 

could have been achieved by less costly means (Hurka 2008, 128). Conversely, an act of war can be 

necessary in so far as it is the least destructive – perhaps the only – means for attaining a given objective 

but fail to be proportionate, because the costs were not tolerable relative to the benefits. An AWS may 

achieve a proportionate balance between benefits and costs when used in a specific context, but that 

alone does not guarantee it is the least costly means. Likewise, an AWS employed as the least costly 

means does not mean that it brings a proportionate balance of benefits to costs. Being distinct 

principles, the principle of necessity permits a comparative calculation of the proportionality of 

conduct in war. As Hurka points out 

“…the proportionality condition considers the relevant benefits and harms of a war or act 

considered on its own, while the necessity condition compares the result of that calculation 

with the results of similar calculations for relevant alternatives, allowing a choice only when 

its balance of benefits to harms is better than that of any alternative” (Hurka 2008, 129). 

A proportionality calculation made about one particular act of war, even if yielding a positive benefit, 

cannot be applied straightforwardly to alternative means because, even if the least destructive, 

alternative means “will not achieve all the same goods, or not all to the same degree, and sometimes 

they risk additional harms” (Hurka 2008, 129). 

It is also important to note that the necessity principle and the proportionality principle speak 

to different sets of actors. The principle of necessity considers the harms that are done to combatants 

and whether such harms are necessary. The principle of proportionality speaks to the unintended but 

foreseeable harms associated with harms on non-combatants. In that way both principles are modified 

by the principle of discrimination (Ohlin and May 2016). McMahan has expressed this point by 

referring to the principle of necessity as ‘internal to liability.’ Harms inflicted on those who are liable 

to suffer them, i.e. combatants, have traditionally been assumed to have no role in determining 

proportionality (McMahan 2009, 19–23). If such harms were to play a role in assessing proportionality, 

then the resort to war would be ruled out if the expected harm to enemy combatants were to exceed 

the expected harm to one’s own non-combatant population were the war not undertaken. The notion 

 
3 Costs are meant here in a wider sense and not just in a financial sense; e.g. economic, environmental, and human. 
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that proportionality calculations should include harm intentionally inflicted upon enemy combatants 

is one which no Just War theorist has been willing to embrace (McMahan 2009, 19). 

It is the modification of necessity by the principle of distinction which defines the requirement 

of minimal force. The requirement of minimal force states that if there are ways to eliminate the threat 

posed by an enemy combatant, to achieve a given military objective, without killing that combatant, 

then it would be impermissible to kill that combatant. At the very least, restricting ourselves here to 

in bello considerations of individual acts of war, the act of war must be of a “duration, scale, and 

intensity” which is the minimum necessary to meet the given threat (United Nations General Assembly 

2004, 58). There is no agreed measure for the application of this requirement as it relies on contextual 

considerations. However, the requirement itself is often found in different formulations across the 

literature on the ethics of war: 

 

“In the conduct of war, it is morally obligatory to use the minimum force necessary to realize 

a military objective” (Lango 2010, 482). 

 

“…just war theory condemns intentional harm that is not necessary for the accomplishment 

of the mission, proposing that military forces should not employ disproportionate force 

against enemy combatants. Instead, combatants do retain some right not to be harmed when 

this harm does not do anything to further mission accomplishment” (Mayer 2015, 302). 

 

“…the immediate object is not to kill or even to injure any particular person, but to 

incapacitate or restrain him” (Childress cited in: Lango 2010, 484). 

 

Given the appropriate context this could require the use of non-lethal means. Where non-lethal means 

can be used in meeting a given threat, there is a moral obligation to use them. 

The principle of necessity is one of the lesser-understood principles of Just War Theory. This 

is despite its centrality to Just War Theory. Its comparative lack of explicit formulation speaks to the 

fact that it stands as a broader orientation towards war rather than being a precise doctrine. It 

represents a compromise between considerations of humanity and the legitimate need of a state to 

fight effectively in war (Schmitt 2009). This has also meant necessity is confused for expediency. This 

is under the lasting influence of the idea of kriegsraison, that a course of action is permitted because it 

compelled “the submission of the enemy with the least possible expenditure of time, life, and money” 

Electronic copy available at: https://ssrn.com/abstract=4100042



 

 9 

(Walzer 1977, 144; Downey 1953, 253). The association of necessity with expediency has also 

continued under a popular interpretation of the concept of ‘supreme emergency’ found in the work 

of Walzer (1977, 251–68). According to this popular interpretation the notion of a supreme emergency 

provides a general license for subordinating ethics to military objectives. 

It is important to stress here a limitation in Just War Theory with respect to the requirement 

of minimal force. The requirement of minimal force determines that it is morally obligatory to use 

non-lethal means to incapacitate an enemy combatant where lethal means would be unnecessary (in 

light of a legitimate military objective). Just War Theory therefore determines the point at which non-

lethal means are required. However, it does not contain a general set of prescriptions for the use of 

non-lethal means in war. This is because Just War theory gives paradigmatic status to killing as “both 

the form of violence whose justification the theory needs to account for and as the type of threat that 

might justify a resort to war” thereby overlooking ‘lesser’ forms of violence (Finlay in: O’Driscoll et 

al. 2020, 19). Intuitively the status that Just War Theory gives to the paradigmatic status of killing 

represents an economy, for 

“…if we can decide what values or threats justify killing, then it seems likely we’ll implicitly 

have covered all other – presumably lesser – values and threats. That way we don’t have to 

elaborate explicitly a theory of punching, for instance, or wounding (or of smashing shop 

windows or burning cars). A theory that justifies killing already, implicitly, justifies these lesser 

harms” (Finlay in: O’Driscoll et al. 2020, 19). 

The plausibility of this implicit assumption stems from the fact that warfare is marked as a distinct 

activity because of the centrality of killing. However, the conceptual apparatus of Just War Theory, 

built around killing, has left it inapplicable to lesser forms of harm. Indeed, in order to make more 

appropriate judgements about non-lethal violence we would, 

“…need to look much more closely at the deeper assumptions underlying just war theory and 

to theorise more fully the evil of violent means as such (as opposed to killing and war using 

lethal force) on the one hand, and the values that might be commensurable with it, on the 

other” (Finlay in: O’Driscoll et al. 2020, 19). 

There is not scope in this article to elaborate these deeper underlying assumptions. Whilst Just War 

Theory provides a criterion – the necessity principle – for when force short of lethal force should be 

used, its failure to provide a theory for justifying non-lethal force presents an obstacle in using it to 

unpack the potential ethical implications of using AWS in such a way. 
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We note this point because it parallels the treatment of AWS in international debate on these 

systems whereby they have become known as ‘Killer Robots’. This designation, first employed by The 

Campaign to Ban Killer Robots, has helped to highlight an important issue for the public, but its 

success in having done so, and the way that such talk has bled into academic philosophical discussion 

of AWS, has obscured potential problems with non-lethal uses of AWS (see for instance: Sparrow 

2007; Krishnan 2009; Human Rights Watch 2012; Goose and Wareham 2016; Taylor 2020). The 

reason why this is problematic is because non-lethal uses of force might entail ethical problems which 

are not captured by discussions on lethal autonomous weapon systems (LAWS). This paradigmatic 

focus on killing tends to centre on the permissibility, or not, of taking life. It overlooks problems 

associated with non-lethal force to do with domination, coercion, or autonomy. These are problems 

which demand sustained attention. While it is not in the scope of this article to provide a 

comprehensive account of the ethics of non-lethal force when associated with autonomous systems; 

it is nevertheless important to raise a potential problem with respect to the use of AWS in a way that 

complies with the requirement of minimal force. This in turn raises questions about the potential for 

AWS to be used in a way which complies with the principle of necessity. 

 

3. The Principle of Necessity and AWS 

As noted at the outset, the permissibility of using AWS will in part depend on whether AWS can be 

used in a way which conforms with the principles of IHL. A good deal of scholarship has been devoted 

to the question of the capacity of AWS to meet the principles of distinction and proportionality, either 

in dedicated studies or broader reviews of the ethics of AWS and international law (see: Marchant et 

al. 2011; Grut 2013; Foy 2014; Roff 2015; van den Boogaard 2015; Beard 2018; Davison 2018; Winter 

2018; 2020). But the principle of necessity goes either unconsidered or considered in only a 

perfunctory way. See for example (Grut 2013), whose analysis focuses on exploring the challenges of 

AWS to IHL, but only with respect to the principles of distinction and proportionality. Grut notes 

that the principle of distinction and the principle of proportionality are the “[t]wo bedrock principles 

of IHL.” The principle of necessity goes unmentioned. Neither does Wagner’s much-cited article 

(Wagner 2014) on the implications of AWS for IHL deal with the principle of necessity. The principle 

of necessity is mentioned, to be sure, but only in its counterpoise to the principle of humanity. As 

Wagner writes, 

“The tension between military necessity and humanity is one of the main characteristics of 

IHL. There is considerable disagreement as to where the balance should be struck on the 
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continuum of military necessity and humanity. There is also disagreement as to what degree 

extant circumstances – including advances in military technology, the acceptability of civilian 

casualties in the court of public opinion, and potentially more fundamental changes in the role 

of state sovereignty – should influence military decisions. These discussions are evidence of a 

development away from a military-centric approach towards one that increasingly takes 

humanitarian considerations into account” (Wagner 2014, 1387). 

The growth of the importance of humanitarian considerations in warfare relative to necessity is an 

important consideration for the ethical use of AWS. However, Wagner does not detail how the line 

between necessity and humanitarian considerations should be drawn in the use of AWS. 

Other commentators have sought to reject the principle of necessity as unhelpful in 

considering the ethical use of AWS. For instance, Foy writes that  

“while the use of AWS engages the principles of military necessity and unnecessary suffering, 

these principles are engaged in a different way than distinction and proportionality” (Foy 2014, 

54). 

The reason that this is so, according to Foy, is that the principle of necessity is relatively unaffected 

by the employment of autonomy in weapon systems. 

“The difficulties of adherence to the principles of distinction and proportionality naturally 

arise when humans are removed from the decisions-making loop. The principles of military 

necessity and unnecessary suffering are less affected by the removal of a human from the loop 

and more situation-specific” (Foy 2014, 54). 

Schmitt and Thurner (2012) have also expressed scepticism about the applicability of the principle of 

necessity to the use of AWS. They write that attempts to prohibit the use of AWS on the basis of 

necessity mischaracterize military necessity. Their objection recalls, again, the status of necessity as a 

counterpoise to considerations of humanity rather than a rule in itself. As they write, necessity is not 

“a distinct rule of the law of armed conflict.” Rather, it is “a foundational principle that undergirds 

the entire body of law” (Schmitt and Thurnher 2012, 258). Moreover, even granted that necessity were 

treated like an explicit rule, it alone would not make AWS unlawful.  

“They would not be unlawful per se because there are clearly situations in which they are 

valuable militarily. In other words, autonomous weapons systems are not superfluous, if for 

no other reason than the fact that unlike manned systems they can attack the enemy without 

placing an operator at risk.” 
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Schmitt and Thurner then go on to claim that acceptable uses of AWS can be exhaustively captured 

by the principles of proportionality and distinction, quite without the need to use necessity: 

“As to prohibitions based on use, the requirement that military objectives yield some military 

advantage would make any separate condition for military necessity redundant. With regard to 

situations raising proportionality issues, any strike lacking military advantage but causing harm 

to civilians of civilian objects would violate the rule…the law of armed conflict already 

prohibits attacks on those who have surrendered or are otherwise hors de combat. Taking 

these observations together, the result is that military necessity has little or no independent 

valence when assessing the legality of autonomous weapon systems or their use” (Schmitt and 

Thurnher 2012, 258–59). 

Indeed, given the distribution of risk and liability in war, distinction and proportionality will remain 

of central importance in such reflections. However, the assumption, as evidenced in Schmitt and 

Thurner, that proportionality and distinction alone are important in determining the ethical use of 

AWS is misconceived. The question here concerns the obligations which enemy combatants owe one 

another, a key question in assessing just behaviour in war waging. In discounting necessity there is an 

assumption that an enemy combatant, when neither surrendering nor hors de combat, is susceptible to 

any amount of force. That is, their liability to attack renders them fair game. As we saw above, 

however, because of necessity, liability to attack does not license an attack of any “duration, scale, and 

intensity.” Rather, there is a requirement of minimal force. A combatant must use the minimal force 

required to incapacitate an enemy combatant in the pursuit of a military objective. At times this will 

require the use of non-lethal force. As Mayer states,  

“just war theory, in its current state, deems it morally impermissible to employ lethal weapons 

against a combatant when non-lethal weapons can accomplish the mission just as effectively” 

(Mayer 2015, 302).  

The requirement of minimal force is no less applicable to AWS than it is to other means of warfare. 

Therefore, discounting necessity means discounting the question of when it is appropriate to use AWS 

at the threshold below lethality. This will be the focus on our next section. 

 

3.1. Necessity and the Problem of Predictability 

Here we want to raise a challenge that AWS poses to the minimal requirement of force, specifically 

when the requirement of minimal force calls for non-lethal uses of AWS. The challenge relates to the 

self-recognition that combatants have of their ability to attain a particular objective, and how the 
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recognition of this ability is important for determining the appropriate use of force. Setting out this 

challenge requires an account of both (a) intention as it pertains to the requirement of minimal force 

and (b) predictability as it pertains to AWS. 

There can be practical difficulties in holding a distinction between lethal and non-lethal 

weapons. The lethal and non-lethal uses of a weapon can frequently be indistinguishable in their effects. 

Weapons used in a way meant to be non-lethal can frequently be lethal in effect; and weapons used in 

a way meant to be lethal may also produce non-lethal effects. As Enemark explains, “the difficulty 

essentially comes down to a potential disconnect between the intention behind the use of a weapon and 

the consequences thereof” (Enemark 2008, 201 - emphasis original). A combatant may have used a 

weapon only to incapacitate an enemy combatant, but the injuries sustained may have ultimately been 

lethal. As a 1972 report on non-lethal weapons by the US National Science Foundation explains: 

“All weapons…create some primary or secondary risk of death or permanent injury. The 

probable seriousness of their effects (their lethality) depends on a number of factors, not all 

of which are determined by their design. Weapons not intended to kill or create permanent 

injury, if used with an degree of regularity, would undoubtedly cause some deaths because of 

the physiological differences among those against whom they employed, physical 

malfunctioning, improper utilization, and other circumstances” (National Science Foundation 

cited in: Davison 2009, 1) 

Similarly, the weapon used in a way that was meant to be lethal can, in the same way, have non-lethal 

effects. The indeterminacy of effects is exacerbated in war given the complexity of the combat 

environments and the inherent dangers the activity poses. Thus, assessing lethal or non-lethal use of 

a weapon requires an assessment of the intention of use of that weapon. As Ramsey has written,  

“the objective of combat is the incapacitation of a combatant from doing what he is doing 

because he is this particular combatant in this particular war; it is not the killing of a man 

because he is a man or because he is this particular man…the difference is to be found in the 

intention” (Paul Ramsey 2002, 397 - emphasis added). 

Crucially, the intention required in necessity calculations is an intention supported by contextually 

bound judgements on the application of the necessity principle in the specific context. As Ohlin and 

May write,  

“Military necessity, as a form of practical necessity, is the employment of objective legal 

standards by a person who must judge at the moment from a significantly subjective 
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standpoint. Military necessity is a mixture of these objective and subjective factors, and cannot 

easily be reduced to merely one or the other perspective” (Ohlin and May 2016, 86). 

Here the point is that military necessity is in part governed by the principle of success as pertaining to 

a given set of circumstances: if an action does not increase the likelihood of attaining a military 

objective, then that action cannot be deemed necessary to fulfil the objective. Success here is taken to 

be composed of two factors: luck and ability. Luck depends on whether circumstances are conducive 

to successfully attain the goal. Ability is the capacities of the human agent to attain a goal taking into 

consideration the circumstances of that goal. Ability therefore requires a recognition of one’s ability 

to attain that goal, along with an ability to factor that recognition into calculations about success. Such 

assessments “are to be made from the first-person standpoint of the commander in a given situation” 

(Ohlin and May 2016, 85). 

Here the difficulties arise in the use of AWS for non-lethal purposes. The understanding of 

success required by necessity is unattainable where the use of AWS leads to unpredictability of 

outcomes. Let us briefly focus on the limits of predictability of AI systems before continuing our 

analysis. The question of the predictability of AWS relates to broader discussions about the 

predictability of AI systems. As noted in (Taddeo and Blanchard Forthcoming), the predictability of 

AI is assessed by the consistency between past, present, and future outcomes. The predictability of an 

AWS relates both to the technical aspects of the system and to the context of use of that system. 

Regarding technical aspects, different models of AI have varying levels of predictability, and not all 

models are unpredictable. For instance, some AI models are comprised of decision trees rule-based 

decision-making which, in principle, leaves decisions-making process, and thus the outcomes of that 

process, known to either or both the designer and the operator of the system. Other models, like 

reinforcement learning using neural networks may result in a decision-making process which is opaque 

to both the designers and operators of the system, and whose outcomes change depending on the 

interactions of the system with the environment. It is this latter type of learning which raises problems 

for predictability. An AI-enabled system which can transform itself as it changes from each specific 

deployment to the next and can, thereby, acquire behaviours and generate outcomes which may not 

have been anticipated, or intended, prior to the point of use. As the UNIDIR reports, 

“If a machine learning system can adjust itself in real time while executing a mission - a 

technique that is gaining favour as a means of continuously improving the system's 

performance and further enabling autonomous operations in complex environments - that 
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system's specific outputs may be harder to predict as it may acquire new unanticipated 

behaviours that have not been tested” (Holland Michel 2020, 7). 

The extent to which these sorts of AI models are employed by militaries remains to be seen. Likely it 

will depend on whether the operational advantages offered by continuous learning mitigate for the 

loss of predictability of outcomes, or the level of generality at which (un)predictability is present (Payne 

2021). However, even if the technical aspects of the system lead to (relatively) predictable outcomes 

when taken in isolation, AI systems nevertheless pose questions with respect to operational 

unpredictability when interacting with the specific context of deployment. Operational 

unpredictability relates to all uses of AI systems and therefore all deployments of AWS. As Holland 

Michel writes, 

“all autonomous systems exhibit a degree of inherent operational unpredictability, even if they do 

not fail or the outcomes of their individual action can be reasonably anticipated. This is because 

by design, such systems will navigate situations that the operators cannot anticipate” (Holland 

Michel 2020, 5- emphasis added) 

This is a point which has also been discussed by the ICRC, 

“autonomous weapon systems are unpredictable in a broad sense, because they are triggered 

by their environment at a time and place unknown to the user who activates them. Moreover, 

developments in the complexity of software control systems – especially those employing AI 

and machine learning – may add unpredictability in a narrow sense of the process by which 

the system functions” (International Committee of the Red Cross 2019, 11) 

Here predictability is at the confluence of a number of variables including the technical features of the 

system, the complexity of the conflict environment, adversarial and evasive behaviour of opponents 

regarding the AWS, and the understanding of the system possessed by the operator of the system. 

These variables converge to limit the foreseeability of the outcomes of the system even where the 

technical features of the system alone render the system (comparatively) predicable. Holland Michel 

illustrates operational unpredictability through the example of the interaction of an autonomous drone 

with its environment, mapping the interior of a network of tunnels: 

“Even if the drone exhibits a high degree of technical predictability and exceptional reliability, 

those deploying the drone cannot possibly anticipate exactly what it will encounter inside the 

tunnels, and therefore they will not know in advance what exact actions the drone will take.” 

(Holland Michel 2020, 5) 
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The variables which characterise operational unpredictability in their interaction with the system will 

be exorbitantly large, generating a significant degree of uncertainty, and making comprehensive 

assessments about the effects of the AI system intractable.  

This has two implications for using AWS in a way which adheres to the requirement of 

minimal force. Firstly, it raises questions about intent and its relation to the lethal or non-lethal uses 

of AWS. As noted above, the lethal and non-lethal uses of a weapon can frequently be 

indistinguishable in their effects. Assessing the intent in the use of the system thereby becomes 

important for distinguishing between lethal and non-lethal applications of force. However, the 

operational unpredictability of the autonomous system uncouples the relation between the intent of 

the operator and the outcome of the use of AWS. Though an operator can be said to have used AWS 

in a way which was intended to be non-lethal, the AWS may nevertheless act in a way which is lethal. 

This challenges the capacity of operators to employ AWS in a way which adheres to the requirement 

of minimal force. 

Second, it has implications for the ability of the operator to determine the chances of success 

of employing AWS in specific contexts. Success, as noted, is dependent on ability. We saw that ability 

required (a) recognition of one’s ability to attain the legitimate military objective and (b) an ability to 

factor that recognition into calculations about success. When the effects of the AWS are unpredictable 

this precludes the possibility of having a full understanding of their ability and behaviour.4  

Until these ‘unknowns’ are addressed, it will be problematic to use AWS in a way which meets 

the requirement of minimal force, particularly in circumstances where that requirement obliges 

combatants to use non-lethal force. The challenge posed by AWS pertains to the way the requirement 

of minimal force is applied in concrete settings – i.e. the situational judgement it requires of the 

operator – rather than to the principle itself. There will be instances where the requirement of minimal 

force necessitates a non-lethal use of AWS employed in combat or other adversarial situations. As 

such, it will be important to give considerable attention to an ethics of non-lethal uses of AWS. This 

is why, it is important that further research is developed to understand to what extent are changes in 

the behaviour of an AI systems are predictable or not, and how this impact the changing actions/ 

decisions of human command throughout a defence operation. 

 

 
4 This is not an issue presented by automatic systems. These systems act in a predictable way, producing outcomes that, 
whilst influence by contextual factors, can nevertheless be anticipated. This helps the operator obtain a fixed understanding 
of their ability when using that system.  
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4. Conclusion 

In this article we focused on the in bello principle of necessity and its implications for the use of AWS. 

We drew attention to the requirement of minimal force entailed by that principle, arguing that its 

neglect in work on AWS has obscured important ethical questions. There may be instance in which a 

combatant has chosen to deploy an AWS and is obliged to deploy it in a non-lethal way. However, 

the characteristics of AWS pose a number of challenges to the use of AWS in non-lethal ways, raising 

problems for their use in line with the minimal force necessary to achieve legitimate military objectives. 

We focused on one particular challenge here: the unpredictability of the system precluding a full 

recognition of the ability possessed by a combatant when using AWS. However, the ethical challenges 

posed by non-lethal uses of AWS are wide-ranging and profound and have not been given adequate 

attention. 
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